ANDERSON
TECHNOLOGIES

WoRK FROM HOME

CHECKLIST

The essentials you need to have in place
before your employees work from home.



THOUGH THE NOVEL CORONAVIRUS PUSHED THE NEED FOR A REMOTE WORKFORCE
INTO THE PUBLIC EYE, MORE BUSINESSES WERE ALREADY TRANSITIONING SOME OR ALL
OF THEIR EMPLOYEES TO A WORK-FROM-HOME SET UP. WHETHER YOU VE STARTED
THE PROCESS ALREADY OR ARE LOOKING FOR HELP TO BEGIN, THIS Work FrRoM HoME
CHECKLIST OFFERS A QUICK OVERVIEW OF THE SECURITY SAFEGUARDS YOUR BUSINESS
NEEDS TO CREATE A SECURE REMOTE WORK ENVIRONMENT.

WE'VE PRIORITIZED THESE SECURITY MEASURES TO AID YOU IN CHOOSING THOSE MOST
SUITED TO YOUR BUSINESS'S BUDGET AND NEEDS. NO MATTER THE CATEGORY, ALL
THESE MEASURES CAN IMPROVE THE SECURITY OF YOUR |T INFRASTRUCTURE.

Do NOT WORK FROM HOME WITHOUT...

COMPREHENSIVE TRAINING MULTI-FACTOR AUTHENTICATION MAINTAINING UPDATES

Multi-factor authentication is the
best protection against compro-
mised or weak passwords. Enable
it whenever it is available, and
only use remote access software
that has MFA capabilities.

Y Y Y

Make sure all computers, in
office and at home, have the
current version of the operating
system, up to date with all secu-
rity patches.

All employees should be trained
by IT professionals routinely on
cyber security best practices and
evolving cyber threats.




MusT HAVES...

STRONG PASSWORDS HARDWARE PASSWORDS ANTI-VIRUS /MALWARE

Up-to-date anti-virus/malware
software is essential for a work-
from-home setup. Home comput-
ers have fewer protections than
a business, so keep the defenses
they do have maintained.

Y Y Y

HARDWARE FIREWALLS LEAST PRIVILEGES ADMINISTRATOR ACCESS

Ensure that home hardware
(routers, modems, etc.) should
have WPA2 or higher password
protection with strong, unique
passwords on each.

Enforce strong password policies
with a minimum of twelve char-
acters that are updated at least
once a year and unique to each
application.

Review and reduce all WFH em- Never allow anyone to have ad-
ployees to the minimum access min privileges as part of their ev-
necessary to perform their job. eryday user account. Admin user
This keeps contact with confiden- profiles should be restricted to IT
tial accounts and data to a mini- professionals for company-owned

Provide portable hardware fire-
walls to all work-from-home
employees to expand your enter-
prise-grade security measures to
the home.

mum. devices.
EncrypPTION (MoBILE DEVICES)  SESssion LockING CYBER SECURITY INSURANCE
Implement session-locking on all Cybersecurity insurance will help

cover the costs associated with
a breach, but many policies have

remote access sessions to prevent
those in the home who shouldn’t
have access from coming upon an stipulations on the security mea-
unattended computer and infil- sures required in order for the
trating the network. insurance claim to be paid.

Y Y Y

All company-owned mobile devic-
es, including phone and laptops,
should be encrypted in case of
loss or theft.




SuouLb HAVES...

IT CONFIGURATION PAsswoORD MANAGERS Direct VPN

Password managers make cre-
ating strong, unique passwords
easy. They store passwords in a
secure vault and can generate
random alpha-numeric passwords
of any length.

Create adirect VPN connection
to the office using an enter-
prise-grade firewall. This will ex-
tend the office firewall and other
security measures.

Have an IT professional review
and properly configure home
firewalls, routers, and anti-virus/
malware to shore up any holes in
the home security.
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MDM SoFTWARE

Mobile device management soft-
ware allows extended control fea-
tures over mobile devices, such as
device locators and remote wipe
capabilities for use in the event
the device is lost.

¥

SECURE PHYsicaAL DOCUMENTS

Any company data on physical
documents should be kept in a
secure place, such as a locked
drawer or safe. Any that need to
be disposed of should be shred-
ded, not thrown away.

Y

SEPARATE PROFILES

BrowseEr PLUGINS

Have employees using personal
computers create separate, pass-
word-protected user profiles that
are used exclusively for remote
connecting to the office network.

Limit or restrict browser plugins
only to those essential to per-
forming job functions. When rea-
sonable, use a different, secure
browser for remote sessions.

EncrypTION (HOME)

Y

EMaIL FILTERING

I

Hard-disk encryption of personal
computers add an extra layer of

security to the home network, es-

pecially if company datais stored
on personal devices.

Email filtering services scan

incoming and outgoing emails for
risky attachments or links, reduc-

ing the risk that phishing emails
get through or are sent out using
company emails.

Y

Y
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CoMpaNY-OWNED HARDWARE PrIVATE NETWORK END-PoINT DETECTION

Company-owned and maintained
devices ensure that all comput-
ers connecting to the business’s
network are up to date and have
the appropriate enterprise-level
security software.

Add end-point detection and
response or remote access log-
ging to your security framework
to monitor what is happening on
your IT systems.

Establish a separate, external net-
work dedicated solely to remote
access. This will keep an infected
home computer from compromis-
ing the entire company network.

Y Y Y

LockiINg CABLES

Physically secure laptops with
locking cables in any untrust-

worthy place, such as hotels or
WE HOPE THIS CHECKLIST HAS PROVIDED A STARTING POINT conference areas.

FOR ALL YOUR WORK-FROM-HOME NEEDS. MOVING TO A
NEW WORKING ENVIRONMENT CAN FEEL DAUNTING IN THE
BEGINNING, BUT THROUGH CAREFUL PLANNING, COMPREHEN-
SIVE TRAINING, AND PROPER CONFIGURATION, YOUR BUSINESS
CAN MAINTAIN A SECURE |IT INFRASTRUCTURE.

DON’T CUT ANY CORNERS ON YOUR CYBERSECURITY NEEDS.
ALL IT TAKES IS ONE WRONG CLICK OR UN-PATCHED VULNER-
ABILITY TO INFECT YOUR ENTIRE BUSINESS NETWORK.

WORKING FROM HOME DOESN'T HAVE TO LEAD TO BUSINESS ANDERSON
COMPROMISE WHEN DONE RIGHT. TECHNOLOGIES
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ABOUT ANDERSON [ ECHNOLOGIES

WE HOPE YOU EOUND THIS WoRrk FrRoM HoME CHEcKLIST USEFUL. GETTING STARTED IS OFTEN THE
HARDEST PART OF ANY PROJECT, BUT WITH A LITTLE HELP YOU CAN HAVE A SECURE REMOTE WORKFORCE.

HAVE ANY QUESTIONS?

7 The team at Anderson Technologies is available to discuss any questions
¢ you have or schedule a time to go over your work from home implementa-

tion needs. Contact us about our IT services today at info@andersontech.
comor 314.394.3001. We're here to help!

ScHEDULE A FREe CONSULTATION T oDAY!

andersontech.com | info@andersontech.com | 314.394.3001
©2020 Anderson Technologies
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