
GET HIP TO HIPAA
A BEGINNER’S GUIDE TO

HIPAA COMPLIANCE

Whether you ‘re just starting out or need a refresher course, 

this guide from Anderson Technologies covers the most 

essential aspects of HIPAA and how to achieve compliance.



Contents

This ebook is intended as a guide to HIPAA and should not be used as your only 

source of information.  All links used throughout this ebook can be found in the 

Resources section.

Get Hip to HipAA 3

DivinG Deep into tHe seCurity rule 7

DoCument! DoCument! 17

DoCument! 17

risky Business 23

tHe CyCle of risk 33

plAn for tHe Worst 40

GettinG stArteD 50

resourCes 52

ABout AnDerson teCHnoloGies 54

2



3

Get Hip to 
HipAA



eeven if you’ve never WorkeD in tHe 
HeAltHCAre inDustry, you’ve proBABly 
HeArD of HipAA. An Appointment 
to Get your teetH CleAneD Comes 
Complete WitH A sleW of forms tHAt 
inCluDe your riGHts ACCorDinG to 
HipAA.  But CAn you explAin 
WHAt HipAA is AnD WHy tHose forms 
Are neCessAry? We often siGn, DAte AnD 
move on, knoWinG it relAtes vAGuely to 
WHAt our CAre proviDer CAn Do WitH 
our privAte HeAltH informAtion. 
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If you’re not exceptionally familiar with this acronym, you may 

think it stands for the Health Information Privacy and 

Accountability Act. That seems reasonable given how the 

everyday person is exposed to it. In fact, it stands for the Health 

Insurance Portability and Accountability Act. That 

doesn’t sound so familiar, does it? In 1996, HIPAA was enacted 

not with the intent to protect people’s privacy, but to regulate 

and simplify the health insurance industry. According to the 

official HIPAA language, the objective of this government 

regulation is: 

Essentially, Congress wanted to make health insurance cheaper 

and simpler by reducing administrative costs and creating a 

standard method that everyone related to the health insurance 

industry could adopt. So where does all this privacy and security 

regulation come into play? The requirement “to simplify the 

administration of health insurance” triggered everything. 

 In the Administrative Simplification section of HIPAA, 

the Act requires that the rights of individuals relating to the 

use and disclosure of their health information be clearly 

explained and that standards are set for the electronic exchange 

of health information. These two subsections, privacy and 

safeguards, would later be addressed in what are now referred 

to as the Privacy Rule and the Security Rule.

HIPAA includes a lot 

more than you may real-

ize, and if you work with 

Protected Health Infor-

mation (PHI), especially 

electronic PHI (ePHI), 

understanding HIPAA is 

crucial. 

WHAt Does 
HipAA 

stAnD for? 

“To amend the Internal Revenue Code of 1986 to improve 

portability and continuity of health insurance coverage in 

the group and individual markets, to combat waste, fraud, 

and abuse in health insurance and health care delivery, to 

promote the use of medical savings accounts, to improve ac-

cess to long-term care services and coverage, to simplify the 

administration of health insurance, and for other purposes.”
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tHe privACy rule

The Privacy Rule went into effect in 2000 and has 

been amended several times. It lays out the standards 

and guidelines for how PHI in all forms—verbal, phys-

ical, or electronic—can be used and disclosed. The 

Privacy Rule is the reason you know the acronym 

HIPAA at all.

Due to the Privacy Rule, health care providers, 

insurance companies, and their business partners 

must follow the same rules regarding health 

information. Individuals have the same right of access 

and the same expectation of privacy from all entities 

according to the guidelines in the Privacy Rule. PHI 

can include:

• identifiable personal information,

• any medical or mental health condition diag-

nosed during the lifetime of the individual,

• any treatment or procedure performed in the 

lifetime of the individual,

• payment information related to healthcare, and

• any identifiable or medical information that the 

individual wants restricted.

The Privacy Rule is also the reason you must sign 

that form stating you understand your rights accord-

ing to HIPAA. Being informed that you have the right 

to privacy is part of your legal rights. There are excep-

tions to these rules, such as life-threatening emergen-

cies, court orders, and release of information autho-

rizations, but all are directly addressed and specified 

within the rule.

Ultimately, the HIPAA Privacy Rule sets the stan-

dard for each patient’s right to privacy regarding their 

PHI. Thanks to the Privacy Rule, PHI is automatically 

considered confidential in almost all circumstances, 

and it also explains under what circumstances PHI 

may be shared.

tHe privACy AnD
seCurity rules

tHe seCurity rule

The Security Rule is a little different. It first went into 

effect in 2003 and, unlike the Privacy Rule, relates only 

to ePHI. The Security Rule established the safeguard 

standards everyone dealing with ePHI must follow to 

be HIPAA compliant. Compliance means all ePHI is 

stored, processed, and transferred in a way that en-

sures patient privacy. While it doesn’t dictate specific 

implementation steps, since each company’s use and 

needs around ePHI is different, anyone dealing with 

ePHI must address each specification.

HIPAA began as a way to simplify health insurance 

procedures and make those handling health informa-

tion more accountable to every citizen’s rights about 

their private health information, and its effects have 

been far-reaching. For anyone dealing with PHI, the 

requirements can appear daunting at first, but with a 

trusted IT partner, HIPAA compliance means any and 

all health information will be safe in your hands.
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DivinG Deep 
into tHe 
seCurity 

rule
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HIPAA’s Security Rule may 

seem daunting at first, es-

pecially if you’re not an IT 

expert, but you don’t need a 

degree in computer science 

to understand the standards 

it establishes.AAt its Core, tHe HipAA seCurity 
rule is ABout knoWinG WHAt DAtA 
you HAve, AssessinG tHe people AnD 
teCHnoloGy HAnDlinG it, AnD finDinG 
WHere proBlems CoulD Arise. survey, 
Assess, plAn, implement, AnD—most 
importAntly—repeAt. tHis is An eAsy 
WAy to tHink ABout AnD mAnAGe tHe 
requirements lAiD out in tHe seCurity 
rule.
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The Security Rule sets the standards that entities creating, us-

ing, or transmitting electronic protected health information 

(ePHI) must implement in order to “ensure the confidentiality, 

integrity, and availability of ePHI . . . protect against any rea-

sonably anticipated threats and hazards . . . [and] protect against 

reasonably anticipated uses or disclosures of such information 

not permitted by the Privacy Rule” (NIST). If you can imagine it 

happening to you, then you have to protect against it.  

ConfiDentiAlity, inteGrity, AnD AvAilABility 
The Security Rule uses this phrase throughout. It’s a key tenet 

of its purpose, but what exactly does it mean to ePHI? Confi-

dentiality, integrity, and availability aim to ensure that ePHI re-

mains private, unaltered by accidental or malicious means, and 

is ready when needed. A quick way to think of these is “Don’t 

Show. Don’t Change. Can Use.” Keep these goals in mind when 

implementing the standards set forth in the Security Rule.

WHAt is tHe 
seCurity rule?ConfiDentiAlity

Don’t allow anyone without 

proper permission to access 

ePHI, as described in the 

Privacy Rule, to see it.

inteGrity 
Ensure that the ePHI creat-

ed, maintained, or transmit-

ted isn’t altered in any way.

AvAilABility

Ensure those with permis-

sion are able to access ePHI 

when they need it.

WHAt exACtly Do 
ConfiDentiAlity, inteGrity, 
AnD AvAilABility meAn to 
epHi?
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unDerstAnDinG 
tHe seCurity 
stAnDArDs
tHe seCurity rule is DiviDeD into 
tHree seCtions: ADministrAtive, 
pHysiCAl, AnD teCHniCAl.

The Security Rule consists of 18 security stan-

dards divided into three sections: Administrative 

Safeguards, Physical Safeguards, and Technical Safe-

guards. Some of those security standards contain im-

plementation specifications (36 total), which provide 

more detailed instructions on what needs to happen 

to fulfill the security standard. The Security Rule des-

ignates these implementation specifications as either 

required or addressable. 

Do not confuse addressable with optional. All im-

plementation specifications must be handled, but 

those marked as addressable may not be suitable for 

all businesses managing ePHI. Each business must assess its own situation to determine whether an address-

able implementation specification is reasonable and appropriate. Once assessed, the business has to ask:

The size, com-

plexity, and capabil-

ities of the covered 

entity or business 

associate.

3 The costs of 

implement-

ing the security 

measures.

2 The covered 

entity’s tech-

nical infrastructure, 

hardware, and 

software security 

capabilities.

4 The prob-

ability and 

criticality of poten-

tial risks to ePHI.

The Security Rule was designed with flexibility 

of approach in mind. Many of its standards ex-

plain what needs to be done, but leaves how 

to implement them up to the individual busi-

ness, based on its use of ePHI and its environ-

ment. According to general rule §164.306(b)

(2), covered entities and business asssociates 

must take into account the following factors:

reAsonABle AnD 
AppropriAte

1

 Is the specification reasonable and appropriate? 

  Yes—Implement.

 Is the specification not reasonable or appropriate? 

  No—Implement an alternate solution that would be.

 

  No—Do not implement.

Flexibility, scalability, and technology neutrality are key features 

of the Security Rule that allow businesses of any size or function 

to use the same standards and adjust accordingly to the evolu-

tion of technology. It’s important to note that cost alone does 

not justify refusal to implement a security standard. All factors 

need to be considered together when dealing with addressable 

specifications. 

importAnt!
Do not Confuse 

ADDressABle WitH 
optionAl.

All Assessments AnD 
justifiCAtions for 
not implementinG 
A speCifiCAtion As 

stAteD in tHe seCurity 
stAnDArD must Be 
fully DoCumenteD.

Are there any reasonable and appropriate ways to imple-

ment the specification? 
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seCurity stAnDArDs

Before diving into the nitty-gritty of each security standard 

and the implementation specifications, evaluate what your 

business already has in place. Some of the requirements may 

be satisfied by your current security infrastructure. 

Read all the security standards once to get a feel for what you 

need to be assessing, then take the time to determine what 

measures, policies, and hardware already protect your ePHI. 

Knowing where you stand can save you time and stress while 

working toward HIPAA compliance.

The following will address each section in a high-level overview 

and mention important standards you should be aware of. This 

won’t be a step-by-step breakdown of all the standards and 

implementation specifications. For that, the Department of 

Health and Human Services (HHS) produced the HIPAA Secu-

rity Series papers, which are extremely helpful, as is National 

Institute of Standards and Technology’s (NIST) An Introductory 

Resource Guide for Implementing the HIPAA Security Rule.
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ADministrAtive sAfeGuArDs

Administrative Safeguards make up more 

than half of all the standards in the Security 

Rule; however, this is also where many of 

your current systems might already be es-

tablished and satisfy the requirements with 

little to no alterations.  The stan-

dards and implementations categorized 

under Administrative Safeguards involve 

the process of planning, selecting, and man-

aging a business’s protection of ePHI. This 

includes, but is not limited to, emergency 

preparedness plans, policies and proce-

dures, contracts, and employee manage-

ment and training.  This category is 

all about knowing what you have, planning 

for the future, and making sure everyone in 

the organization knows how to enforce the 

confidentiality, integrity, and availability of 

ePHI. Simply implementing these systems is 

not enough, though. Everything must be 

documented, accessible to all who need it, 

tested, and reviewed periodically.

This is the very first standard, and for good reason. Its implementation specifications require a risk analysis and con-

tinuous risk management. The information gathered in these steps will help with many of the other standards. The 

risk analysis can highlight areas of deficiency in your security that might otherwise appear only when a malicious 

actor finds and exploits it.

There is no single correct way to perform a risk analysis because all businesses have differing needs. If you are look-

ing for where to start, there are many useful guides outlining the risk assessment process. The HHS’s HIPAA Series 

includes Basics of Risk Analysis and Risk Management, and Appendix E in NIST’s Introduction provides risk assess-

ment guidelines. For a more comprehensive look at risk assessments, NIST also produced a Guide for Conducting Risk 

Assessments.

seCurity mAnAGement proCess 

§164.308(A)(1)

THE RISK ANALYSIS AND MANAGEMENT PROCESS

REASSESS
to adjust policies,

procedures, and

hardware

IMPLEMENT
your plan and

all new security 

measures

MONITOR
environment,

employees, 

and security

systems

DOCUMENT
your reasoning

for all decisions

PLAN
how to fix the

deficiencies you 
find in your

system

ASSESS
and organize your

environment and

current security

measures
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DoCument

evAluAte

test

monitor

This standard includes the creation of several differ-

ent emergency preparedness plans, including a Data 

Backup Plan, Disaster Recovery Plan, and Emergency 

Mode Operation Plan. Besides guiding both manage-

ment and employees in what to do, who needs to do 

it, and where resources are during an emergency, this 

standard also helps assess what hardware or soft-

ware is critical to the confidentiality, integrity, and 

availability of ePHI. This assessment allows better 

prioritization and distribution of limited resources. 

Such precise knowledge is especially important for 

facilities that provide direct patient care. 

These two standards have seven addressable 

implementation specifications between them. These 

deal with verifying that employees have the correct 

access to ePHI according to the duties they perform, 

and that they are informed on how to protect 

themselves and ePHI from cybersecurity threats. 

These also deal with how management handles 

adding new employees and removing employee 

access as job duties change or if an employee leaves 

the company. Both management and employees are 

responsible for protecting ePHI and must be given 

the knowledge, tools, and policies to do so.  

WorkforCe seCurity 

§164.308(A)(3) & 

seCurity AWAreness AnD 

trAininG §164.308(A)(5)

ContinGenCy plAn 

§164.308(A)(7)
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Physical Safeguards deal with the facility, hardware, and 

other physical mechanisms necessary to protect ePHI, as 

well as the policies and procedures that regulate them. 

These can range from locks on doors or security guards in 

times of disaster to employees logging off before leaving 

a workstation. If a person could walk into your office 

and potentially access ePHI, the Physical Safeguards 

handle how to appropriately plan your security measures 

according to your needs.

pHysiCAl sAfeGuArDs

Given the portability of data in the 

daily functions of modern business,  

any movable media containing ePHI 

must be strictly logged, tracked, and 

disposed of when no longer needed. 

Even one lost USB drive containing 

ePHI is a breach of the Security Rule. 

This standard relates to all types of 

removable media, including laptops, 

flash drives, CD/DVDs, hard drives, 

and portable backups. It also deals 

with the re-use of these materials 

within the office, which first requires 

the proper removal and destruction 

of all ePHI.

For the Security Rule, physical 

safeguards refer only to ePHI stor-

age and use, but the storage and 

care of paper PHI can easily fit into 
an audit of physical safeguards.

DeviCe AnD 

meDiA Controls 

§164.310(D)(1)
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Technical Safeguards deal with the technology used 

to create, access, transmit, and protect ePHI, as well 

as the policies and procedures that govern it. The 

Security Rule remains intentionally vague on the 

specific technology used to fulfill these standards to 

allow for advances in technology and the changes in 

security needs against new cybersecurity threats. 

This flexibility is also what allows a variety of busi-

nesses to handle ePHI and still comply with HIPAA’s 

Security Rule.  

teCHniCAl 
sAfeGuArDs

inteGrity

§164.312(C)(1)

This standard refers directly back to the key phrase confidentiality, integrity, and availability discussed ear-

lier in this ebook. Merely protecting ePHI from being accessed or transmitted improperly is not enough to 

ensure its integrity. All ePHI must also be protected from tampering or destruction of data. Wrong or incom-

plete information can have drastic effects on patient lives and care, so the ability to authenticate the validity 

of ePHI is an essential element of its security.

Technical Safeguards address aspects such as user access, hardware and software use, transmitting ePHI 

digitally, and encryption for various purposes. The Risk Analysis and Risk Management specifications from 

Administration Safeguards are especially useful in determining the technological needs and policies to en-

force.
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top 5 issues requirinG 
CorreCtive ACtion in 2018*

OF ALL HHS INVESTIGATIONS IN 2018 RE-

QUIRED CORRECTIVE ACTION BY THE COV-

ERED ENTITY OR BUSINESS ASSOCIATE UNDER 
REVIEW.  (ENFORCEMENT RESULTS BY YEAR)

inDiviDuAls AffeCteD in BreACHes   
in 2018 As reporteD on tHe 
Hss WAll of sHAme

61%

8.5m

While the Security Rule may feel a bit 

daunting, many of its requirements are best 

practices for any business. Knowing exactly 

what data you handle, how it’s processed, 

and who needs to access it provides you 

with an informed view of your business’s 

operations. Having a written and tested 

Disaster Recovery Policy, Contingency 

Policy, and Continuity of Operations Plan 

will save you time, money, and stress should 

an emergency occur.

monitor AnD upDAte
Assessing and creating policies aren’t the only essential parts of the Security Rule. 

Implementing those policies so all employees are aware of and following the rules 

cannot be overlooked. Systems should be in place to verify that employees receive the 

necessary training in ePHI security procedures and understand the consequences of 

not following the policy. Reassessment of policies and retraining of employees should 

occur periodically so outdated procedures can be rewritten for the current threat 

environment. As cyber threats are ever evolving, so too should ePHI cyber protections.

1

2

3

4

5

IMPERMISSIBLE USES & DISCLOSURES

SAFEGUARDS

ADMINISTRATIVE SAFEGUARDS

ACCESS 

TECHNICAL SAFEGUARDS

*(HHS DATA BY YEAR)
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DoCument! 
DoCument!
DoCument!
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nneArly All tHe implementAtion speC-
ifiCAtions require some form of 
poliCy AnD proCeDure DoCumentA-
tion. tHis involves more tHAn tHe 
reAsoninG AnD justifiCAtion for 
HoW you CHoose to implement tHe 
speCifiCAtions (tHouGH tHAt must 
Be DoCumenteD As Well). tHese Are 
tHe poliCies AnD proCeDures tHAt 
HipAA expeCts your Business to 
folloW every DAy.
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Besides the administrative, physical, and technical 

safeguards which make up the majority of the Securi-

ty Rule, there is a lesser known section of safeguards 

called organizational standards that deal largely with 

the paperwork required by HIPAA concerning pro-

tected health information (PHI) in any form. This sec-

tion is often overlooked because many of its require-

ments are addressed in greater detail throughout the 

Privacy and Security Rules. The four standards in this 

section include:

• Business Associate Contracts

• Requirements for Group Health Plans

• Policies and Procedures

• Documentation

This section focuses on the last two standards: Pol-

icies and Procedures and Documentation, both of 

which lay the groundwork for HIPAA compliance. The 

other two standards shouldn’t be ignored, but they 

concern only those who (1) are or need a business 

associate or (2) are a sponsor to a group health plan 

that provides data beyond enrollment and summary 

information.

orGAnizAtionAl 
stAnDArDs

poliCies AnD proCeDures 

§164.316(A)

Why have an entire standard dedicated to something 

addressed in nearly every single implementation 

standard? This standard explains what HIPAA 

expects from the policies and procedures that a 

business creates. Specifically, it references the 

Security Standards’ General Rule of Flexibility of 

Approach. It also allows for policies and procedures 

to be changed at any time to adjust to new demands or 

technologies as long as all changes are documented 

and implemented accordingly.

DoCumentAtion 

§164.316(B)(1)

This standard identifies how documentation required 

by HIPAA is to be maintained. According to this stan-

dard and its subsequent implementation standards, 

all documentation required throughout the Security 

Rule’s standards, including but not limited to

• policies and procedures,

• job responsibilities and duties,

• risk assessments, and

• action plans,

must be recorded (physically or electronically) and 

retained for a minimum of six years from the date of 

creation or when it was last in use, whichever date 

is later. All documentation must be available to any-

one who uses those procedures, and documentation 

should be consistently reviewed and updated as nec-

essary.

if you Work WitH or Are A Business AssoCiAte WHo 

Works WitH epHi AnD your ContrACt HAs not Been 

upDAteD sinCe tHe HiteCH ACt in 2009 or tHe 

finAl omniBus HipAA rule in 2013, you Will WAnt 

to revieW AnD upDAte All ContrACts to ensure tHey 

meet tHe Current stAnDArDs reGArDinG Business 

AssoCiAtes.

tHe six-yeAr retention rule only sAtisfies 

HipAA stAnDArDs. stAte lAW mAy require some 

DoCumentAtion to Be retAineD for lonGer. 

AlWAys verify WHAt stAte lAWs Apply to your 

Business As HipAA Does not superseDe mAny 

stAte requirements.

19

https://www.hhs.gov/hipaa/for-professionals/special-topics/hitech-act-enforcement-interim-final-rule/index.html
https://www.hhs.gov/hipaa/for-professionals/privacy/laws-regulations/combined-regulation-text/omnibus-hipaa-rulemaking/index.html


It’s possible your business already has clear poli-

cies and procedures in place, but that doesn’t imme-

diately make you HIPAA compliant. You still need to 

go through each one to ensure it satisfies the imple-

mentation specifications it pertains to. If not, policies 

may need to be updated or new ones added. HIPAA 

gives businesses a great deal of leeway in how poli-

cies and procedures are written, so both updating ex-

isting documentation and creating all new materials 

is acceptable.

WHAt sHoulD tHe poliCies AnD proCeDures 

sAy?

HIPAA doesn’t dictate the exact wording of any pol-

icy or procedure. It’s up to the business, taking into 

consideration the Flexibility of Approach guidelines, 

to determine what policy needs to be implemented. 

Generally, a policy explains a business’s approach to 

the subject it relates to.  If the policy concerns re-

moving access from those who no longer work for the 

company, it could read something like:

At the end of an employee’s last day of em-

ployment with [company name], security and/

or IT staff will remove that employee’s access 

to company systems and restricted locations 

and document the change of access. The em-

ployee’s supervisor will verify that all access 

has been revoked within twenty-four hours.

BrinGinG your 
poliCies into 
CompliAnCe

This offers clear guidance about what the company 

intends to do to remove access from someone who no 

longer is allowed to work with PHI. It also dictates an 

implementation timeline, who should implement the 

policy, and how the company will ensure it gets imple-

mented properly. 

The procedure that accompanies the policy would 

then offer easy-to-follow directions on how those 

responsible are to implement the policy. A sample pro-

cedure may look like the example below.

reGArDinG poliCy for removinG ACCess of former employees:
Duty of it stAff or mAnAGeD serviCes proviDer

1. Go to [directory] and locate the list of all programs and devices employee had access to according 
to job title. Check this list against their user account to ensure no programs are missed.

2. Starting at the top of the list, go through each program and device and remove employee access. 
For procedures regarding specific programs, see [directory of procedures].

3. Go to Active Directory and find employee information.
4. Backup emails and save them to [directory] to be stored for a period of one year before deletion.
5. Backup any information relating to patient care in appropriate directories. See [directory list] for 

proper placement.
6. Disable user’s Active Directory account and change their password.
7. Document time, date, and your name in the Employee Termination log to indicate all access has 

been removed.
8. Inform former employee’s supervisor when access removal is completed for them to verify.
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Procedures should be as detailed as possible so that 

there is no ambiguity or confusion in what needs to 

be done. This allows newer employees to accomplish 

tasks they may not have performed before. There 

may also be multiple procedures related to the same 

policy depending on the duties of each person. Mar-

gret Amatayakul wrote an excellent guide to creating 

policies and procedures for the Journal of AHIMA 

(American Health Information Management Associa-

tion).  

employee trAininG

note
Both the Security Rule and the Privacy Rule require 

policies and procedures to be created. A company 

can combine relevant Security and Privacy standards 

into a single policy or create entirely separate poli-

cies for the Security and Privacy Rules. Each business 

should determine what is best for its employees.

Once you have your policies and procedures written and 

accessible, the next big step is to train employees on them. 

HIPAA requires all employees to be trained in the poli-

cies and procedures related to their job. Training should 

include everyone from the maintenance staff to the CEO. 

Each time a policy or procedure is updated, retired, or re-

placed, the affected staff must be informed and, if need-

ed, new training should occur.

Of course, maintenance personnel and CEOs won’t need 

the same kind of HIPAA training, just as IT support per-

sonnel doesn’t need the same training as a nurse. HIPAA 

doesn’t dictate the way training happens, only that it 

happens. This means big companies that can afford pro-

fessional training materials may use them, while smaller 

companies might only hold informational meetings. Each 

company can train in most effective way for them.

suGGestions for employee trAininG

• Go through your employees’ job descriptions and sep-

arate employees by the level of access they have to 

PHI.

• Create training programs for each level of access and/

or the duties required in the job description so each 

employee gets the training suited to their job.

• Don’t overload employees with policies and proce-

dures that don’t relate to their jobs.

• Ensure all training includes how to access the compa-

ny’s policies and procedures in case employees need 

to revisit or reference them.

• Ensure that all employees know who to contact if they 

have questions.
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One way a company might dictate levels of disci-

plinary action would be to clarify whether a break 

in policy or HIPAA standard was accidental, made 

through negligence, or if it was of malicious intent. 

This allows various consequences for the same infrac-

tion without being inconsistent. Examples would be: 

a) an employee leaving a workstation unlocked be-

cause an emergency situation demanded they re-

spond immediately, 

b) they consistently forget to lock their workstation 

even after being warned about it, or 

c) they intentionally leave a workstation unlocked to 

allow someone without access to view ePHI. 

While the infraction is technically the same, the 

situations don’t deserve the same consequences. As 

with everything else, all infractions and disciplinary 

actions need to be documented and retained for six 

years.

In 2019, the Health and Human Services’ Office 

of Civil Rights reported 430 breaches of PHI, each 

resulting in at least 500 individuals affected, though 

often that number was much higher. Policies and 

procedures may feel tedious to write, but they provide 

employees with all the information necessary to do 

their jobs in a HIPAA compliant manner and could 

prevent a breach of PHI.

sAnCtions
AlonG WitH employee trAininG, HipAA Also requires you 
HAve CleAr ConsequenCes for not folloWinG tHe Written 
poliCies AnD proCeDures. tHe types of offenses sHoulD Be 
CleArly DefineD AnD tHe DisCiplinAry ACtion enACteD for every 
infrACtion.
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t
No matter the size of your practice, 

compliance with the HIPAA Security 

Rule is a serious undertaking. In order 

to fix a problem, you must first know 
it exists. That’s why the Risk Analysis 

and Risk Management implementation 

specifications are the foundation of 
your security compliance efforts.

tHe importAnCe of performinG A 
tHorouGH risk AnAlysis AnD CominG 
up WitH A risk mAnAGement strAteGy 
CAnnot Be overstAteD. tHrouGHout 
tHis seCtion tHere Will Be links to 
resourCes to Help you DeCiDe HoW 
Best to perform your risk AnAlysis. 
if you’ve never performeD A risk 
AnAlysis, We stronGly suGGest GoinG 
over tHose resourCes first.
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While much of this section presents an outline of how to conduct a 

Security Risk Analysis (SRA), it first helps to understand what an SRA is. 

Identifying that a problem exists—or could exist—is crucial to fixing it, 

preventing it, or making it as safe as possible. 

An SRA is ultimately a process that allows you to analyze the way 

your company approaches risk and see how all areas of your business 

or organization—from policies and procedures to technical implementa-

tion—influence each other. It creates lists of threats, vulnerabilities, and 

threat events which could impact not only your organization, but your 

patients, customers, or vendors as well. Once you understand the risk in 

your daily business functions, finding a solution to keep them secure and 

operational is much easier.  

The SRA process is complicated and can require a substantial invest-

ment of time and effort to complete, depending on the size and scope 

of your business. But when it’s finished, the SRA will provide you with a 

blueprint for the future. It identifies areas that are protected, areas that 

could use some fixing, and areas that are desperately unprotected. This 

allows you to prioritize your needs and create a risk management strate-

gy specific to your environment. When going through your HIPAA Secu-

rity Rule compliance, there’s no better tool than an SRA.

WHAt is A seCurity 
risk AnAlysis?

An SRA can feel overwhelming. 

Don’t think you have to go it alone, 

though.  Anderson Technologies has 

partnered with industry experts to 

help make the compliance process 

less daunting.

tHreAt
The potential for a person or 

thing to trigger or exploit a 

vulnerability.

vulnerABility

How a particular threat could 

trigger or exploit a specific 
vulnerability thing to trigger or 

exploit a vulnerability.

A flaw or weakness in the 
system security procedures, 

design, implementation, or 

internal controls that could be 

accidentally triggered or inten-

tionally exploited and result in 

a security breach or a violation 

of the system’s security policy.

(NIST  800-30)

tHreAt event
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For HIPAA, you must conduct a targeted SRA. §164.308(a)(1)(ii)(A) requires an “accu-

rate and thorough assessment of the potential risks and vulnerabilities to the confi-

dentiality, integrity, and availability of electronic protected health information. . . .” 

The key to this is the specification of electronic protected health information (ePHI).

Since the Security Rule only deals with ePHI (where the Privacy Rule handles 

all PHI), the SRA only needs to focus on the ways in which ePHI is created, received, 

maintained, or transmitted. Including or performing a second SRA to include all PHI 

and the ways it could be improperly handled or disclosed would be best practice to 

assess your policies and procedures regarding non-electronic PHI, but it’s not required 

under HIPAA. It’s important to remember 

that ePHI involves far more than an electronic health 

or medical record system.  It includes all types of 

electronic media hardware that can create, receive, 

maintain, or transfer ePHI, as well as software such 

as appointment calendars or billing databases.

 While it can only help your organization to 

conduct a business-wide risk analysis, the targeted 

scope of ePHI under HIPAA narrows what you need 

to assess. Don’t narrow your field too much, though. 

The cost of insufficient or non-existent SRAs and risk 

management plans can lead to data breaches and se-

rious fines. 

WHy Do you neeD An srA?

EXAMPLES OF

ELECTRONIC 

MEDIA

WITH EPHI

Computer,

Laptop, or

Copier

Hard drives

Tablets,

Phones, and 

Mobile Devices

Smart cards

and USB

drives

Backup

Devices

Optical or

Magnetic

Tapes

CDs and

DVDs

Transmission

Media

and more...

According to the Office of the National 
Coordinator (ONC) for Health Infor-
mation Technology, simply filling out 
a checklist is not enough to complete 
an SRA or count as proper documen-
tation under HIPAA. You can learn 
more about common misconceptions 
about the SRA at the ONC’s website.
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GuiDes AnD tools to Help you 
ConDuCt An srA on your oWn

While no tool can replace a thorough and accurate 

SRA, there are plenty to assist you during the process. 

The ONC has an SRA Tool that you can download to 

help identify areas that may need improvement. They 

also have video tutorials and interactive games to test 

your knowledge of both privacy and security require-

ments.

There are also numerous guides to help you better 

understand the process of risk analysis and manage-

ment. Besides what we’ve mentioned in previous sec-

tions (the Department of Health and Human Services’ 

(HHS) HIPAA Security Series, and NIST’s Introductory 

Resource Guide—Appendix E, both the ONC and the 

HHS have overviews of the risk analysis process.

For detailed explanations of the risk analysis and 

management process, NIST published two separate 

guides: SP 800-39 Managing Information Security Risk 

and SP 800-30 Guide for Conduct-

ing Risk Assessments. These are 

not specifically geared to HIPAA’s 

SRA, but the level of information 

provided is far more complete 

than many of the HIPAA-specific 

prepArinG for 
An srA

A Complete list of 
reCouCes is proviDeD  

At tHe enD of tHis 
eBook.

guides. We recommend that you read SP 800-39 be-

fore SP 800-30. While SP 800-30 offers greater detail 

about specific parts of the risk analysis process (es-

pecially in the appendices), SP 800-39 is more reader 

friendly and a good foundation for SP 800-30.

CHoosinG An outsiDe ContrACtor

If you do not feel confident enough to perform an 

accurate and thorough SRA even with these tools, 

or simply do not have the time to research and learn 

enough to perform an accurate and thorough SRA, 

outside contractors and software solutions can help. 

Be careful when vetting an auditor or software offer-

ing SRA capabilities. Make sure they 

have a proven history of clients suc-

cessfully passing audits because of 

the SRA they performed. An incom-

pete SRA can cost your business just 

as much as no SRA.
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GAtHer informAtion 
An SRA shouldn’t be performed by one person. 

Business owners or senior leadership should work 

together with management and IT experts during the 

SRA process. Not everyone sees risk the same way, 

and having a knowledgeable team ensures that your 

SRA will identify risk from all necessary perspectives.

No matter the size of your business, 

compliance with the HIPAA Security 

Rule is a serious undertaking. 

HoW to ConDuCt 
An srA

WHile GoinG tHrouGH tHe steps, it’s 
importAnt to rememBer to look At risk 
from An orGAnizAtionAl perspeCtive 
(Business-WiDe poliCies AnD proCeDures 
or BuDGets), A Business funCtion 
perspeCtive (BillinG or pAtient 
CAre), AnD An informAtionAl systems 
perspeCtive (settinGs on speCifiC 
teCHnoloGy or HArDWAre purCHAses). 
AnotHer WAy to look At tHis WoulD Be 
ADministrAtive, pHysiCAl, AnD teCHniCAl 
lenses to mAtCH up WitH tHe HipAA 
sAfeGuArDs. if you prefer HipAA 
terminoloGy, keep in minD tHAt pHysiCAl 
isn’t perfeCtly AnAloGous to Business 
funCtion.

sCAlABility AnD flexiBility Are At 
tHe Core of tHe srA. 

A two-dentist practice isn’t going to need the same 

kind of SRA as a large nursing facility, so HIPAA 

doesn’t dictate the exact steps to conducting an SRA. 

However, all thorough and accurate SRAs will go 

through similar steps and feature key information, no 

matter the format you choose. As always for HIPAA, 

document each step for the final SRA report.

1
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risk Assumptions

Identify how risk is as-

sessed, responded to, 

and monitored in your 

business.

Assessment methodol-

ogy should be defined in 
this step.

tHreAt sourCes

Make explicit the types 

of threats to be consid-

ered (and any assump-

tions about them) and 

provide examples.

Determine credible 

soures to be used to 

identify threats.

risk tolerAnCe

Determine how much 

risk you are willing to 

accept while remaining 

HIPAA compliant.

A company with high 

risk tolerance will accept 

more risk than one with 

a low risk tolerance.

prioritites & 
trADe-offs

Decide what is ad-

dressed first and with 
what resources.

All risk must be ad-

dressed, but some fixes 
are more vital. Focus 

on creating an effec-

tive plan for allocating 

rescources over time.

Determine tHe sCope 
In this case, HIPAA has defined the scope for you 

in §164.308(a)(1)(ii)(A): “the potential risks and 

vulnerabilities to the confidentiality, integrity, and 

availability of electronic protected health informa-

tion” wherever it is created, received, maintained, or 

transmitted.

If it holds, accesses, or transmits ePHI, it needs 

to be part of the SRA. For some businesses this will 

be a lot to cover, while others may only reference a 

few systems. Though the scope may be increased to 

include both physical and electronic PHI, it should 

never be reduced.

2

CreAte A risk AnAlysis 
frAmeWork 

A risk analysis framework isn’t required for an SRA, 

but it’s a useful tool to maintain consistency and avoid 

ambiguity between those preparing the SRA, those 

implementing it, and those conducting future SRAs. 

Since few people see risk the same way, the frame-

work creates a clear set of assumptions, constraints, 

risk tolerances, and priorities/tradeoffs that will de-

termine how your business manages risk.

Many of these terms appear in later steps, but 

they’re not used in the same way. In the framework 

you explain how to identify and respond to the risk 

factors, while later you use the framework to actu-

ally identify and respond to the risk. The framework 

puts everyone on the same page so that each person 

knows what to look for, how to judge the risk, and how 

to manage that risk appropriately.

3

The  framework  should  also  dictate  the   method-

ology you use to conduct this and future SRAs. This 

can be qualitative (high, medium, low), quantitative 

(numerical quantities), or a mix of both. Not all risk 

can be numerically quantified (number of individuals 

affected vs. lost reputation), so a qualitative or mixed 

approach can be more useful.

If you choose to skip the framework step, much of 

this information will still need to be explained in lat-

er steps to satisfy documentation requirements, and 

you won’t have it available for subsequent SRAs.
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TYPES OF

THREATS

NATURAL

ENVIRONMENTAL

HUMAN-INTENTIONAL

HUMAN-ACCIDENTAL

Hurricanes, flooding, 
earthquakes, wild 
fires, or ice storms

Power failures, 
chemicals, liquid 
spills or leaking

Malicious attack, 
unauthorized 
access

Accidental data 
deletion, inaccurate 
entry

GAtHer DAtA

In order to determine the risk to ePHI, you must 

first determine where it is stored, received, main-

tained, and transmitted. And while this encompasses 

a great deal more than physical 

hardware, having a record of 

the physical hardware and its 

movements is a part of Physi-

cal Safeguards (§164.310(d)(2)

(iii)—Accountability). This is especially important as 

more and more healthcare settings utilize portable 

electronic media, such as tablets or laptops.

Think of the flow of ePHI. Where does it begin in 

your business? Do you create it or receive it? Follow 

it from its starting point to endpoint and document 

what systems each piece of ePHI interacts with. De-

pending on your business, this could be only a few 

pieces of software and hardware or it could be most 

systems in the office. Either way, you need a complete 

list in order to conduct a HIPAA-compliant SRA.

iDentify AnD DoCument 
potentiAl tHreAts AnD 
vulnerABilities

This could be considered one step or two, 

depending on how you decide to conduct your 

SRA. It may be simpler to identify potential 

threats and vulnerabilities separately, but you 

may find that as you identify a threat, you also 

identify the vulnerability it could exploit and 

vice versa. It is up to your team to decide the 

best method.

If you’ve already created a framework, 

you’re ready to identify threats and vulnera-

bilities. If not, take some time to decide what 

you’re going to consider a threat or vulnerabil-

ity, how you’ll identify them, and what sources 

are valuable to work from during the process.

Sources of information could include past 

SRAs, business security reports or testing, 

known breaches of similar institutions (Breach Level 

Index, OCR Breach Report), the security community’s 

public lists and advisories (National Vulnerability Da-

tabase, National Checklist Repository), information 

from vendors, and your man-

aged services provider or IT 

staff.

tHreAts

One important thing to note 

when starting your list of potential threats is that you 

are not required to list all potential threats. You must 

list all reasonably anticipated threats to ePHI. Having 

valuable sources of threat information is important 

because you don’t want to waste time or resources on 

a threat that will never affect you, such as a hurricane 

if you’re nowhere near the ocean.

At this point you’re not looking at whether or not 

you’ve already mitigated the risk of such threats af-

fecting ePHI. You’re only considering whether it is 

a reasonably anticipated threat. Threats aren’t just 

about whether someone steals your data for misuse, 

but whether you can verify the integrity of your ePHI 

and have it available when you need it.

rememBer to DoCument 
everytHinG tHrouGHout 

tHe srA proCess.

4

5
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vulnerABilities

When dealing with ePHI, it’s easy to think of vulnerabil-

ities as technical problems. Non-technical vulnerabilities 

cannot be overlooked and can even be the root problem 

to other perceived vulnerabilities. Misconfiguration of 

security settings or poor hardware purchasing could lead 

to a number of technical vulnerabilities. This can happen 

due to a lack of policies and procedures on setting up new 

hardware or a budget that doesn’t meet the demand of 

current threats. This is why a team is important for look-

ing at both the big picture and the small details.

AssessinG seCurity meAsures

Now that you have a complete list of threats and vul-

nerabilities, it’s time to see what security measures you 

already have in place to protect ePHI. Small- to medi-

um-sized business have a greater degree of control over 

their environment, which is an advantage in mitigating 

risk. Like vulnerabilities, security measures can be both 

technical and non-technical and should be looked at from 

all perspectives. When documenting, also record that all 

technical security measures are not only there but also 

configured and utilized correctly.

DetermininG risk

In order to determine risk, it’s time to put the threats 

and vulnerabilities together to create a list of possible 

threat events. This is not a strictly one-to-one pairing. A 

single threat might affect multiple vulnerabilities, and a 

single vulnerability might be affected by multiple threats. 

(For more guidance on threat events, see Appendix E of 

SP 800-30.)

For each threat event, you must determine the likeli-

hood of it occurring and the impact it would have on ePHI 

and your business if it did. Likelihood is the probability 

that a threat event will occur.

Below are examples (both qualitative and quantitative) 

of how you could determine likelihood and impact. De-

pending on your business’s risk tolerance, you might add 

more levels beyond high, medium, and low.

The impact of a threat event can be felt across differ-

ent levels. The most obvious is the direct breach to ePHI’s 

confidentiality, integrity, and availability, but impact can 

also be felt in the loss of revenue from a damaged reputa-

tion, the cost of fixing the effects of the threat event, time 

and effort spent dealing with regulatory audits, and other 

intangible results. Below  is an example of how you might 

measure impact.

6

7

quAlitAtive quAntitAtive Definition of likeliHooD

HIGH 67 - 100

Threat event will definitely occur or 
has a high probability of occurring. 

Insufficient safeguards, uncontrol-
lable environmental factors, or poor 

policies  and procedures could all 

contribute.

MEDIUM 34 - 66

Threat event has a moderate possi-

bility of ocurring. Safeguards are in 

place but poorly configured or em-

ployees are not trained on policies to 

mitigate risk could contribute.

LOW 1 - 33

Threat event  is not likely to occur. 

Safety measures are properly imple-

mented to counter the threat.

quAlitAtive quAntitAtive Definition of impACt

HIGH 67 - 100

Threat event could have severe or 

catastropic effects on ePHI and/or 
the business. This could be measured  

by number of people affected or the 

type of ePHI breached.

MEDIUM 34 - 66
Threat event could have serious 

effects on ePHI and/or the business.

LOW 1 - 33
Threat event  could have a limited 

effect on ePHI and/or the business.
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level of risk

Accurate assessments of the above are vital to 

determine the overall level of risk posed by a threat 

event, because risk is a combination of likelihood and 

impact. For example, if the impact is high but the like-

lihood is low, then the overall risk would be low. The 

clearer the definitions in the framework of what con-

stitutes the levels of likelihood and impact, the more 

accurate and consistent your evaluations of threat will 

be. Threat matrices (such as those in Appendix I of SP 

800-30) can be used for both qualitative and quantita-

tive methodologies.

DoCument AnD mAnAGe risk

If you’ve kept up with your documentation, the final 

SRA report should be simple to put together. Appendix 

K of SP 800-30 offers a base template for writing an 

SRA report, but you should tailor it to your business’ 

needs. In general, it should include all the lists you’ve 

made, as well as the reasons for your determinations 

and how you plan to use this information.

The final task of an SRA is to develop a risk man-

agement plan. HIPAA understands that risk cannot be 

wholly eliminated, but it should be reduced to reason-

able and acceptable levels. Conducting an SRA and im-

plementing a risk management plan become the foun-

dation for implementing the rest of the Security Rule’s 

safeguards. In the next section, we’ll look at how to use 

your SRA to create a risk management plan. 

8 HiteCH
In 2009, Congress passed the 

HITECH Act. Among other 

changes, the HITECH Act 

made business associates 

directly liable under HIPAA 

and required them to be held 

to the same security and 

privacy standards as covered 

entities. 
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tHe CyCle 
of risk
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ttHe srA serves As A stArtinG point 
for fulfillinG mAny of tHe stAnDArDs 
of tHe seCurity rule, But its most 
importAnt funCtion is to Help you 
CreAte A risk mAnAGement plAn to 
mitiGAte AnD monitor tHe risks you 
iDentifieD.  tHe risk mAnAGement 
plAn Will Determine WHAt CHAnGes you 
mAke to ensure your epHi AnD your 
Business Are sAfe from All reAsonABly 
AntiCipAteD tHreAts.
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WHAt is A risk 
mAnAGement 
plAn?

In the SRA, risk is identified, current security mea-

sures are evaluated, and the potential impact of a vul-

nerability being exploited/triggered is determined. A 

risk management plan takes all that information and 

turns it into a plan of action. It prioritizes the risks 

with the greatest impact, puts plans in place to miti-

gate the danger, implements those plans, then evalu-

ates whether the risk is brought down to reasonable 

and appropriate levels.  The SRA and the risk 

management plan together serve as the foundation 

for compliance with the Security Rule. If you’ve per-

formed a thorough SRA and created a comprehensive 

risk management plan, many later standards may be 

fulfilled in the process of implementing the plan and 

mitigating the identified risks.

164.308(a)(1)(ii)(B) – Risk Management: Implement 

security measures sufficient to reduce risks and vul-
nerabilities to a reasonable and appropriate level to 

comply with §164.306(a).

A CompreHensive risk mAnAGement plAn 
Also serves to sAtisfy severAl HipAA 
stAnDArDs.

“
risk AnAlysis AnD 
risk mAnAGement 
Are tHe founDAtion 
of A CovereD 
entity’s seCurity 
rule CompliAnCe 
efforts.”

164.308(a)(8) – Perform a periodic technical and 

nontechnical evaluation, based initially upon the 

standards implemented under this rule and subse-

quently, in response to environmental or operations 

changes affecting the security of [ePHI], that estab-

lishes the extent to which an entity’s security policies 

and procedures meet the requirements of [the Secu-

rity Rule].

(HIPAA Security Series)
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In the SRA, risk is identified, current security measures 

are evaluated, and the potential impact of a vulnera-

bility being exploited/triggered is determined. A risk 

management plan takes all that information and turns 

it into a plan of action. It prioritizes the risks with 

the greatest impact, puts plans in place to mitigate 

the danger, implements those plans, then evaluates 

whether the risk is brought down to reasonable and 

appropriate levels.

The SRA and the risk management plan together 

serve as the foundation for compliance with the 

Security Rule. If you’ve performed a thorough SRA 

and created a comprehensive risk management plan, 

many of the later standards may be fulfilled in the 

process of implementing the plan and mitigating the 

identified risks.

A comprehensive risk management plan also serves 

to satisfy several HIPAA standards.

164.308(a)(1)(ii)(B)—Risk Management: Implement 

security measures sufficient to reduce risks and 

vulnerabilities to a reasonable and appropriate level 

to comply with §164.306(a).

164.308(a)(8)—Perform a periodic technical and 

nontechnical evaluation, based initially upon the 

standards implemented under this rule and subse-

quently, in response to environmental or operations 

changes affecting the security of [ePHI], that estab-

lishes the extent to which an entity’s security policies 

and procedures meet the requirements of [the Secu-

rity Rule].

four steps to CreAtinG A risk 
mAnAGement plAn
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We CAnnot stress 

enouGH tHAt WHile Cost is 

one fACtor to ConsiDer in 

your mitiGAtion strAteGy, 

it Alone CAnnot Be 

useD to justify not 

mitiGAtinG risk if tHe 

likeliHooD of A tHreAt 

AnD tHe potentiAl impACt 

Are severe enouGH.

prioritizAtion

mitiGAtion

1

2

The first step of analyzing the data produced in 
the SRA is to prioritize which risks need to be 
addressed immediately and which can be ad-
dressed in the future. All risk eventually needs 
to be dealt with, but budgets, manpower, and 
immediate threats will all factor into how and 
when. 

It’s vital that senior management is involved in 
the risk management planning process. Mitigat-
ing risk to a reasonable and appropriate level 
may require considerable investment of both 
time and money. New hardware infrastructure 
or outside help from IT professionals may be 
necessary, and employees’ time may be needed 
to create new policies and procedures and train 
staff. Even if the budget-makers aren’t involved 
in the SRA, having them involved in the risk man-
agement plan will help to prioritize what needs 
to be handled first, and allow them to see why 
the investment is necessary.

Once the risks are prioritized, the next step 
is to decide how to mitigate the possible dan-
ger. Just as with the rest of HIPAA, how this 
happens is determined differently by each 
company depending on the level of risk posed 
and the resources available. 

What’s important to remember is that the 
goal is not to eliminate risk all together. If it’s 
possible to do so and still have a functioning 
and sustainable business, all the better, but 
for most businesses, the complete elimina-
tion of risk may be either too expensive or 
too prohibitive to actually continue fulfilling 
their core mission. The goal of mitigation is 
to reduce risk to a reasonable and appropri-
ate level. Do all you can within your means to 
protect ePHI.
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implementAtion

evAluAtion

3

4

A comprehensive risk management plan is 
useless if it’s not implemented. Failure to put 
the new policies and procedures to safeguard 
ePHI into action throughout your company 
can result in the vulnerabilities you identified 
being exploited: exposing ePHI, your compa-
ny losing trust, and incurring serious fines.

Implementation needs to occur at all levels of 
your business, from documenting the newly 
created policies and procedures, to infrastruc-
ture investments, to checking the settings on 
hardware you identified as a risk. According 
to NIST SP 800-39,

“The objecTive is To insTiTuTionalize risk 

managemenT inTo The day-To-day operaTions 

as a prioriTy and an inTegral parT of how 

organizaTions conducT operaTions . . . 

recognizing ThaT This is essenTial in order To 

successfully carry ouT [business] missions in 

ThreaT-laden operaTional environmenTs.”

NIST is talking about IT operations, but the 
same is true to all threats to ePHI. A culture of 
avoiding or mitigating risk at every level can 
produce a working environment that protects 
ePHI and strives to maintain security mea-
sures. Remember, the risk management plan 
is essentially a plan of action that must be put 
into practice to be successful.

Implementing your risk management plan 
won’t protect ePHI if, ultimately, the miti-
gation strategy you chose doesn’t work as 
expected. That’s why evaluating the suc-
cess of your risk management plan after im-
plementation is important. Once in place, 
you may find that what you thought would 
mitigate the risk hasn’t done so, or hasn’t 
done it as well as necessary to bring the 
danger down to reasonable and appropri-
ate levels. Or you may find that while it does 
mitigate risk, it also causes severe difficul-
ties in the day-to-day operations of your 
business. In these cases, another strategy 
may be more successful for your business 
in the long run.

§164.308(a)(8) also requires covered enti-
ties to “perform a periodic technical and 
nontechnical evaluation . . . in response to 

environmental or operations changes . . . 
that establishes the extent to which an enti-
ty’s security policies and procedures meet 
the requirements of [the Security Rule].” 
This means that subsequent SRAs need to 
be performed and your risk management 
plan re-evaluated whenever there are 
major changes to your business or IT infra-
structure that could affect ePHI.

Like we mentioned in section three of this 
ebook, documentation is a constant part 
of compliance with the Security Rule, and 
the risk management plan is no different. 
Having a clear record of what you planned, 
when and how you implemented the plan, 
and the success or failure of those actions 
are necessary not only for your own future 
use but also in case you’re audited.
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Conduct a

risk analysis

Create a risk

management

plan

Implement

security measures,

policies, and 

procedures

Document

everything

Evaluate

and change

as needed

THE CYCLE OF 

RISK MANAGEMENT

Security Never Stops

The most important thing to remember about risk is that it 

never ends and is always finding new ways to threaten your 

business. You have to keep moving right along with it. Risk man-

agement is a continuous cycle of analyzing risk, implementing a 

plan to fix it, determining if that plan worked, and repeating.

For some businesses, performing an SRA and updat-

ing a risk management plan might be an annual activity as part 

of their HIPAA compliance. Other businesses that have fewer 

risks and fewer changes to the business may decide to wait two 

or three years between SRAs. It all depends on what is reason-

able and appropriate for your organization. Just don’t 

stop moving through the cycle of risk management. Danger 

doesn’t stop changing, and neither should you.

tHe CyCle 
never enDs

risk mAnAGement 

Doesn’t just HAppen 

At tHe offiCe. vet 

All venDors AnD 

serviCe proviDers 

for potentiAl risk 

AnD verify tHeir Due 

DiliGenCe Before 

pArtnerinG WitH tHem.

39



plAn for 
tHe Worst

40



nno one likes to tHink tHey’ll suffer 
A DisAster, A rAnsomWAre AttACk, or 
A DAtA BreACH, But Hope isn’t enouGH 
to sAtisfy HipAA. HipAA expeCts you 
to plAn, prepAre, test, AnD Be reADy 
for AnytHinG tHAt CoulD Disrupt your 
epHi AnD AffeCt pAtient CAre.  
seCurity stAnDArD §164.308(A)(7): 
ContinGenCy plAn is An umBrellA term 
for A numBer of more speCifiC plAns 
tHAt Are meAnt to ensure tHe AvAil-
ABility, inteGrity, AnD ConfiDentiAlity 
of epHi in tHe event of A DisAster or 
otHer mAjor seCurity inCiDent. non-
eleCtroniC pHi is CovereD By tHe 
privACy rule AnD most CyBer insur-
AnCe plAns Also require some DeGree 
of Business ContinGenCy plAnninG.
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first tHinGs first

Before you can start making plans to keep your business going during and after a 

disaster or cybersecurity incident, you first need to know what parts of your busi-

ness, hardware, software, and data are critical to operations and security. HIPAA 

requires this in implementation specification §164.308(a)(7)(ii)(E): Applications 

and Data Criticality Analysis. But don’t let its position after the contingency plans 

fool you. This needs to be done first and foremost. Even though 

§164.308(a)(7) only references assessing “specific applications and data,” if you 

are implementing business-wide contingency plans, you’ll want to go through all 

your daily operations and vital processes to deter-

mine what you can’t do a day’s worth of business 

without and what you could leave for when your 

world is no longer upside down. Without this in-

formation, you won’t be able to create the plans 

necessary to fulfill the following implementation 

specifications.

tHe BiG four

One thing to remember about the plans listed be-

low is that they don’t have to be completely iso-

lated from each other. You might find combining 

pieces together (such as lists of vendors, hard-

ware, software, etc.) is more practical than listing 

them in each plan separately. What’s important is 

that employees are trained, know what they are 

responsible for, and where to access this infor-

mation in an emergency situation. There’s no use 

making a plan if no one uses it.

tHe 
question 
is no 
lonGer if 
sometHinG 
Will 
HAppen, But 
WHen.

ContinGenCy plAns
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“folloWinG stAnDArDizeD 

responses sHoulD minimize 

errors, pArtiCulArly 

tHose tHAt miGHt Be 

CAuseD By stressful 

inCiDent HAnDlinG 

situAtions.” – nist

A DAtA BACkup plAn is Also one 
of tHe Best Defenses AGAinst 

rAnsomWAre. 

reAD more ABout tHAt Here!

Your data backup plan is one of your most vital re-

covery plans. It provides you with assurances of 

data integrity and availability in emergency situa-

tions. For healthcare facilities directly caring for pa-

tients, data loss or network failure could mean the 

inability to treat patients. All ePHI must be backed 

up, preferably in a place that won’t suffer the same 

disaster as your facility, such as in cloud storage or 

in a separate secure location.

Your data backup plan should include who is re-

sponsible for maintaining the backups, verifying all 

data is being backed up, testing that backups can 

be retrieved, and who to contact when backups are 

needed.

DAtA BACkup plAn 
§164.308(A)(7)(ii)(A)

estABlisH AnD implement proCeDures to CreAte 
AnD mAintAin retrievABle exACt Copies of 
eleCtroniC proteCteD HeAltH informAtion.

WHAt Does it Do?

WHen Does it Go 
into effeCt?

You should make this a priority. Your data backup 

plan needs to be up and running before an emer-

gency strikes.
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A plAn is no GooD if no one 
knoWs WHere it is or WHAt tHey 

Are responsiBle for. 

trAininG is key!

The complexity of a disaster recovery plan depends 

on how much of your business you choose to in-

clude. More comprehensive business-wide plans 

would include other data vital to the company that 

isn’t specifically ePHI.

A disaster recovery plan should include the hard-

ware, software, backups, environment, vendors, 

business associates, etc., necessary to recover data 

lost in a disaster or cybersecurity incident. It also 

covers the people responsible for coordinating and 

performing all disaster recovery efforts. Employees 

assigned in this plan should be trained and ready to 

fulfill their duties in the event of a disaster.

DisAster reCovery plAn 
§164.308(A)(7)(ii)(B)

estABlisH (AnD implement As neeDeD) proCeDures 
to restore Any loss of DAtA.

WHAt Does it Do?

WHen Does it Go 
into effeCt?

A disaster recovery plan helps you recover lost 

data and infrastructure after a disaster or cyber-

security incident has occurred. 
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A CleAr CHAin of CommAnD 
DurinG emerGenCy situAtions 

keeps stAff AnD pAtients sAfe.

mAke sure everyone knoWs WHAt 
to Do Before DisAster strikes!

This plan could also be called a continuity of opera-

tions plan. Its intent is to keep your business or facil-

ity operating at a level necessary to ensure patient 

safety and ePHI security the moment a disaster hits. 

Downtime can not only cost a lot of money, but 

can be detrimental to facilities actively caring for 

patients.

By having the procedures in place for any number of 

emergency situations, employees can react imme-

diately, know who to contact, how to bring critical 

business processes back online, and maintain the 

necessary security and privacy standards required 

by HIPAA. A good emergency mode operations plan 

should have contact names, numbers, first response 

expectations, and anything else an employee would 

need to recover critical operations in the first 12-36 

hours.

More than the other plans, having done a thorough 

and accurate criticality analysis is vital to a success-

ful emergency mode operation plan. You need to 

be aware of what you need to restore and in what 

order it needs to be restored to effectively con-

tinue with daily operations as best you can. Failure 

to do a proper criticality analysis can waste time and 

resources by focusing recovery efforts on functions 

that aren’t immediately necessary.

emerGenCy moDe operAtions plAn 
§164.308(A)(7)(ii)(C)

estABlisH (AnD implement As neeDeD) proCeDures to 
enABle ContinuAtion of CritiCAl Business proCesses for 
proteCtion of tHe seCurity of eleCtroniC proteCteD 
HeAltH informAtion WHile operAtinG in emerGenCy moDe.

WHAt Does it Do?

WHen Does it Go 
into effeCt?

An emergency mode operations plan should be im-

plemented during a disaster to keep the business 

going, and, in the case of healthcare facilities, to 

keep patients safe and cared for appropriately. 
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Don’t let tHe little tHinGs slip 
tHrouGH tHe CrACks As you Work 

to reCover your Business.

You’ll notice that there is no implementation speci-

fication that goes along with this plan. The Security 

Rule doesn’t specifically require a business conti-

nuity plan, but it can be a useful addition to a set of 

contingency plans.

While the other plans all focus on what happens 

during or immediately after an emergency situation 

to keep your business running, a business continuity 

plan focuses on getting you back to where you were 

before the disaster. What are the lower priority 

vendors or clients that you might have missed con-

tacting already? Do you know all the hardware and 

software that needs to be replaced or recovered? 

Think of it as the long-haul plan that doesn’t let you 

forget about the little things. Disasters are stressful, 

and a good business continuity plan can keep you on 

track through the mental fatigue that can set in af-

ter a disaster.

Business Continuity

WHAt Does it Do?

WHen Does it Go 
into effeCt?

Business continuity plans help you bring your en-

tire business back to normal day-to-day operations 

after a disaster occurs and the crisis period is over.
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inCiDent 
response

There are many different kinds of cybersecurity in-

cidents that could affect your business. While all in-

cidents are major problems when they occur, you 

may not require the full emergency responses 

planned out above. In these cases, individual plans 

geared directly to cyber problems can be useful 

tools.  Depending on your risk, you may 

want more than the two plans below, but if you’re 

covered by HIPAA, these are important ones to in-

clude with your disaster management plans. The 

better prepared you are for an incident, the safer 

you can make your data and the faster you can re-

cover from an attack. 

“
CompAnies tHAt iDentifieD A BreACH in less tHAn 100 DAys 

sAveD more tHAn $1 million As CompAreD to tHose tHAt took 

more tHAn 100 DAys. similArly, CompAnies tHAt ContAineD A 

BreACH in less tHAn 30 DAys sAveD over $1 million As Com-

pAreD to tHose tHAt took more tHAn 30 DAys to resolve.”  

— 2018 Cost of A DAtA BreACH stuDy, ponemon institute
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tHe BlACk 
mArket vAlue 

of A sinGle 
HeAltHCAre 

reCorD 
AverAGeD 

in 2018.

The criticality of care facilities combined with the black market 

price of ePHI makes the healthcare industry a prime target for 

ransomware and other cyber attacks. Like most cyber attacks, 

ransomware deals two-fold damage, from the recovery itself to 

the subsequent breach notifications that must follow. (Remem-

ber, unless you can prove that ePHI has not been accessed due 

to safeguards in place, it’s a breach. For more on ransomware 

and HIPAA, see the HHS’s Fact Sheet.)

A ransomware attack response plan sets up the procedures your 

employees should take in the event of a ransomware attack, 

such as steps to quarantine an infected machine, who to contact, 

and what not to do. It should also have procedures for techni-

cians and management on how to secure the network, purge the 

system, recover lost data (per the data backup plan), and notify 

required parties. Also include the contact information of the law 

enforcement department to report the attack to, whether that 

is local, state, or federal. (For more information see the Depart-

ment of Justice’s guide, “How to Protect Your Networks from 

Ransomware.”)

rAnsomWAre AttACk 
response plAn

DAtA BreACH 
response plAn

While a breach is any impermissible use or disclosure of PHI, a 

data breach response plan focuses on ePHI specifically. It lays 

out how to secure your systems after a breach, who to contact if 

you need more support, what to do once the threat is identified 

and fixed, and who must be notified of a breach of ePHI or other 

personally identifiable information (PII). (Remember, improper 

access to properly encrypted data isn’t a breach.) The FTC has 

a good outline for what to incorporate into your data response 

plan, and the HHS thoroughly explains all the requirements of a 

breach under HIPAA.

$250
(The Value of Data)
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Test your contingency plans routinely 

and make sure all your employees are 

trained and know where to find the plan 

in emergency conditions. A plan no one 

knows about or can find is a plan that 

won’t be implemented. 

Include contingency plans in your annual 

and new-hire training. Make sure all 

your employees can find the plans and 

that they know what they are respon-

sible for. Educate everyone on who’s in 

charge during emergency situations so 

that plans can be implemented quickly 

and efficiently. It will save you time, 

money, and headaches when the worst 

happens.

test! test! test!
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GettinG 
stArteD
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tips for BeGinners

a culture of compliance that will make ongoing com-

pliance efforts easier. If those in leadership positions 

understand why it’s important to be HIPAA compli-

ant, appropriate policies and procedures can be cre-

ated and the budget adjusted according to needs. 

When employees know the rules to ensure the con-

fidentiality, integrity, and availability of PHI, there is 

less chance that an avoidable breach will happen.

There is no one prescriptive way to go about HIPAA 

compliance. HIPAA is designed to be vague enough 

that any size or type of business can adopt the same 

requirements, which gives each business a lot of free-

dom but also greater responsibility. With that said, 

what does HIPAA compliance mean for you?

For those of you tackling HIPAA for the first 
time or those whose current HIPAA compli-

ance program isn’t doing enough, here are a 

few tips to help you start the process.

Know what you have—Starting a HIPAA compliance 

program begins with determining what PHI and 

ePHI you have, what programs or processes access 

that information, and what policies or safeguards are 

already in place to protect it. Without knowing that, 

you can’t know what needs to be fixed.

Perform the SRA first—It’s the first security standard 

for a reason. A complete and thorough Security Risk 

Analysis is critical to compliance, and you’ll find that 

during the SRA process you’ll 

address many of the other 

standards in the Security Rule. 

If you don’t feel you can per-

form this on your own, it may 

be beneficial to call in an out-

side consulting company to 

help you.

Document everything—Get used to this right away. 

You must not only become compliant, but you need to 

prove that you are compliant, and that is done through 

documentation. Be careful you don’t fall into the trap 

of “paper compliance,” where you have the documen-

tation but fail to follow through in everyday practice. 

A policy is useless if it’s not implemented.

Accept that it’s a process—Compliance doesn’t 

happen overnight. From the SRA to the documenta-

tion to the evaluations, compliance takes time. It is 

a continuous process of monitoring and updating to 

ensure the privacy and security of PHI. 

Get everyone on the same page—HIPAA training 

needs to happen from top to bottom. This helps create 
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resourCes

HipAA
puBliC lAW 104—
191 AuG. 21, 1996

    

tHe HiteCH ACt tHe omniBus rule

HHs BreACH 
DAtABAse

HHs seCurity 
series

nist introDuCtory 
GuiDe to HipAA

  

introDuCtion to tHe seCurity rule

    

mytHs of tHe srA srA tool srA viDeos

privACy AnD 
seCurity trAininG 
GAmes

seCurity risk AnAlysis

    

HHs seCurity 
series - srA

onC GuiDe 
to privACy AnD 
seCurity of epHi

HHs GuiDe on 
srA

nist mAnAGinG 
informAtion 
seCurity risk

 

nist GuiDe to 
ConDuCtinG risk 
Assessments

knoWinG WHere to Go for informAtion CAn Assist Any CompliAnCy offiCer in tHeir 
efforts to BeCome HipAA CompliAnt. BeloW is A ColleCtion of links to All of tHe 
resourCes founD tHrouGHout tHis eBook.
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We Hope you founD tHis HipAA 
BeGinner’s GuiDe useful. GettinG 
stArteD is often tHe HArDest pArt 
of Any projeCt, But WitH A little 
Help you’ll Be HipAA CompliAnt 
in no time. 

ABout 
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teCHnoloGies

Are you ready to get started but need some assistance?  Perhaps you’re frustrated by assessments and 

access or looking for a trusted partner to provide feedback?  Anderson Technologies can help.  Our in-

house expertise with the technical requirements of HIPAA combined with our strategic partnership with 

a nationally recognized HIPAA-expert can streamline this process and get you where you need to be. 

Learn More about our HIPaa ServIceS

HAve Any questions?
The team at Anderson Technologies is happy to discuss any questions 

you have or schedule a time to go over your HIPAA security needs. 

Contact us about our HIPAA services today at info@andersontech.com or  

314.394.3001. We’re here to help!

?
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