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HARDWARE

Can you identify your business’s:
D Hardware firewall D Router/Modem D LAN Switch

D Did an IT professional properly configure your hardware?

SOFTWARE

Do all workstations have:
D Anti-virus/malware D Email filters D Software firewall

D Website blacklisting D Updated software and OS

BreEacCH READINESS

Are all your backups:
D Properly configured D Tested regularly D Have multiple interations

Are all user access controls:

D Set to minumum necessary use
D Reviewed annually

D Revoked from employees immediately after they leave or are terminated

D Are all your mobile devices and laptops encrypted?

D Do you use multi-factor authentication whenever available?
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EVERYDAY SECURITY MEASURES

Does your password policy :
] Require a minimum of 12 characters ] Not allow password re-use

D Encourage random alpha/numeric passwords

D Require default passwords to be changed

D Are employees required to use password managers?

-] Do you have screenlock policies implemented on all workstations?

AN OFTEN OVERLOOKED
BUT CRITICAL SECURITY MEASURE...

EmMpPLOYEE CYBERSECURITY TRAINING

Do all employees :
D Get trained on cybersecurity by an industry professional

D Receive refresher training every year

D Get tested regularly on phishing emails

If you did not check off everything on this list, contact Anderson
Technologies today for a free consultation at 314.394.3001 or by

email at info@andersontech.com
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